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1. About

Teltonika fleet management systems firmware remotely update tool. Teltonika FOTA

software can update any FMXXXX device firmware.

2. Requirements

e Microsoft Windows or Server operating system

e NET Framework 2.0;

e Microsoft SQL Standard or Express edition 2005/2008/2008R2/2012
o SQL Server Management Studio
o SQL Server and Windows Authentication mode

e TAVL SMS service or Teltonika ModemCOM/G10 GSM modem

e Internet connection with static IP address (no Proxy allowed);

e Opened TCP port to computer from outside;

Note, that every FOTA program must have its own FOTA database. The same FOTA
database can’t be used by different FOTA programs.

3. Getting started

3.1.“FotaData” database

Before FOTA program could work “FotaData” database must be created. If you do not have
required SQL data engine running, please download free copy of SQL Server Express edition from
Microsoft website:

http://www.microsoft.com/express/sql/

And install it with default settings with one exception: change default setting from Windows
authentication mode to SQL Server and Windows Authentication mode.

After installing MS SQL Server data engine, please contact Teltonika export manager for
“FotaData” database creation.


http://www.microsoft.com/express/sql/‎

3.2.Licensing

The first time you will start Teltonika FOTA you will be prompted to enter License Key
(Fig.1).

F " B

47 Teltonika Fota = 1

Please contact Teltonika and provide the given Hardware Key. After you receive the License
Key, enter it into the Lisence Key text box below.

Hardware Kew

License Key

| Concal || 0K

Fig. 1 Licensing window
In this window is displayed your Hardware Key (blue marker). This key must be copied
and provided to your Teltonika sales manager together with external IP. Sales manager will respond
to you with valid license key, which must be put in the License Key (green marker) field. After

clicking OK, license will be assigned to your computer.

3.3.Security Alert

When you first time start FOTA program window like following should pop up

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Teltonika Fota on all public and private networks,
@ ame: Teltonika Fota
Publisher: LIAB Teltonika
Path: Ciprogram files (x36)\teltonika\fota\teltonika fota. exe

Allow Teltonika Fota to communicate on these networks:
Private networks, such as my home or work network

[#]Public networks, such as those in airports and coffee shaps {not recommended
because these networks often have litte or no security)

What are the risks of allowing a program through a firewall?

’ @gﬂowaccess ‘ ’ Cancel

Fig. 2 Security Alert

Check Private network as well as Public network and press “Allow access”.
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Note, that it is necessarry to check Public network if your internet connection identified
as Public by computer.

4. Configuration

4.1.Communication

In Communication section you need to set your external IP address and TCP port (Fig. 3).

Note, that you can get your external IP by simply clicking Get my IP.

Communication | Modem | Database|

Biemal P | 83 . 47 . 56 . 154

Port [7070 B

Advanced settings
Time to wait for device connection 300 : SEC.

Metwork receive timeout EI-'DB SEC.

Metwork send timeout | 300 e sec.

IP Received | |

Fig. 3 Communication tab

You must check if configured TCP port is accessible from outside. To do that:

a) Start FOTA application and configure External IP and TCP port in communication tab
options.
Press Ok.

b) Check if configured TCP Port is available from outside by going to
http://www.canyouseeme.org/

If TCP port is not available you must check two points:

a) Check Windows firewall if it is blocking current TCP port from outside and create new rule
of inbound rules with needed TCP port.


http://www.canyouseeme.org/

0 ‘Windows Firewall with Advanced Secu{iy - ‘ =c g
File Action View Help

e 2@ = HE

diP Windows Firewall with Advancd BETam el = Actions
= nd Rules |

N + || Inbound Rules “
&Y Outbound Rules hs il bl

%% Connection Security Rules @ hercules 3-2-4 — || &8 NewRule...

» % Monitoring @hercuies 3-24 T Filter by Profile >
@KMSEmulator .
@KMSEmulator T Filter by State »
@Microsof‘t Office Outlook F  Filter by Group » |
(@ Microsoft OneNote View 4
@Mlcros.of't OneMote [ Refresh
@Teltomka Fota
@ Teltonika Fota = Bxport List...
@ Terminahd.9 Help

@Terminal\rl.g
@Terminalvl.g

@3 Terminaha 9
“ T F| e [ ¥

Fig. 4 Windows firewall configuration

b) Check Gateway router configuration and forward needed TCP port dirrectly to your
computer internal IP.

Gateway Router forwarding configuration must be done by IT administrator.

4.2.Modem

For devices updating via FOTA you can use:
e Teltonika GSM modem must
e TAVL SMS Server
e FM36XX

4.2.1 Fota operation via GSM modem

If you will be using GSM modem, after it will be installed, you must configure its
connection with FOTA program in Modem tab (Fig. 4). Note, that COM port, where GSM modem
connected, must not be used by other program.

Picture below shows Teltonika ModemCOM/G10 GSM modem correct configuration.
Note, that COM port could be different. COM port, where GSM modem connected, could be

checked in Device Manager (Right mouse click on My Computer -> Properties -> Device Manager).



r b |
%, Options ﬂ

|| Communication | Modem | Databaze

@ G5M Modem (O TAVL SMS Server

GSM Modem
Port name [CDM'IG

Baud rate | BaudRate_115200
Data bits | Eight

Stop bits [One

Parity bits [None

Fead timeout |5

+ [Ty

Wite timeout |5 -
Flow Cortrol | Hardware (RTS) ~| [@ DTR [@] RTS

L Ok || Conesl |

Fig. S Modem tab

To check whether there is connection with GSM modem click 7ry comnnect. Status bar

appear GSM modem found. If not, check the modem interface settings again.

4.2.2 Fota operation via TAVL SMS Server

If you will be using TAVL SMS Server, choose TAVL SMS Server option and configure
its IP (127.0.0.1 for TAVL SMS service on local system) and port number (usually 19898 for
TAVL SMS service).

| Communication | Modem | Database|

) GSM Modem @ TAVL SMS Server
Tavl SMS Server
Server IP !1_2?_ 1] - 1] . 1 !

| |

Port L‘IHBﬂB

G5M modem found | i




Fig. 6 TAVL SMS Server option

4.2.3 Fota operation via FM36XX device

If you are using FM36XX device as a FOTA modem you need to have these accessories:

Required Accessories Quantity
FM36xx 1
Mini/Micro USB Cable 1
Activated 3G SIM Card 1
Power supply 12/24 Vdc 1

Below Steps Must Be Taken:

—

Insert SIM Card into FM36xx

2. Power up FM36xx, connect it to terminal.exe application, uncheck +CR and send

command .run_modem_direct_mode and immediatley disconnect terminal otherwise PC will
not detect device.

“Transmit

CLEsR | SendFile | iljl -¢1 [~ CR=CR+LF FRaME ERROR E=IDTR [EIRTS
Macm

Set Macros | M1 | M2 | M3 | M4 | M5 | ME | M7 | M8 | M3 | MI10] W11 M12|
ur_modem_direct_mode| [~ +CR - Send I

3. Open FOTA, go to Tools>Options>SMS> GSM modem and select com port of your FM36xx.
Click try connect button. If you see message GSM modem Found, that means FM36xx is ready
to work as a modem. Now you can use FOTA and if GSM modem is not found restart FM36xx
and repeat from step2.

Note, FM36XX supports 3G/GSM module. It makes this device usable worldwide,
as there are countries which have only 3G network.

4.3.Database configuration

You must configure the connection to the database. If you have installed MS SQL Server

express with default settings leave default settings for database connection as well. If other SQL




Server used, enter its name in Server field, other settings must remain unchanged for “FotaData”

database (Fig 7.).

e 2 W
| Communication | Modem | Database

Server MSOLEXPRESS
Login Fota
Fassword T

Database i%ta Data

Test Connection
[iatabase Backup
Awvailable backups: v] [ Restare ]
Automatic backup every |1 :‘l.
[ ok J[ Cancel |

Database Access Succeeded | |

Fig. 7 Database login

Check whether entered login information is correct by click Test Connection. Status bar

should appear Database Access Succeeded.

5. Creating new objects

5.1.Adding new object

To add a new object press ,,+* button in Teltonika FOTA main window (Fig.8).



I Teltonika Fota v2.1.4.4 | = =
File Tools Help
Show Statuses ~ | Filter by yehide: IMEL: G5M: Firmware: Module: | Show All |~ | Apply filter Clear
[]  vehide Mumber IMEL G5M Number Module Type Firmware Last Update Status 4 Firmware
Selected Firmware:
Select firmware file...
Start Update
Cancel Update
4 Configuration
Selected Configuration:
Select configuration file...
Start Upload
HoH 4 LR R
Databass Access Succesded [ 0 objects found

Fig. 8 Teltonika FOTA main window

Enter all reguared information and press Save changes.

rerroie ==
ltem details
IMEI 9995999995959395 APN banga
G5M number +37000000000 Login opa
Maodule type FM1100 - Password ewe Last update

Vehicle number ABC 123

Delete Save changes

Fig. 9 New Item properties window
5.2.Importing new objects from file

To import objects from file do the following:

1. Create a .txt file.

2. Fill .txt file with information about the devices (see pic. 10). The first line is an example of
the import file structure. All the inserted parameters have to be separated with comma
symbols. In the back of the line there have to be two comma symbols!

“Structure elements meaning*

1. Object name — here is the name which You will see in the Fota application
2. IMEI- in this place the unique device IMEI has to be written.
3. Module ID — in this place You have to insert device type:



e FMIO

e FMII

e FMI2

e FMAI

e FM22

o FM32

e FM33

o FM34

e FM36

o FM41

o FM42

e FMS53

o FM55

o FMO63

e FMB630

e FMBO0I10

e FMBO00I

e FMB900

e FMB920

4. GSM number — in this place GSM number which is in the device has to be inserted
5. APN - Your internet provider access point name
6. APN login — Access point name login

7. APN password — Access point name password
8. SMS login — SMS login from configuration

9. SMS password — SMS password from configuration

Eanew3!ﬂ|

1 Object name;;IMEI:;Module name;;GS5M number;APN name;AFN login;APN pass;S5MS login:SMS pass;:
2 Test:;:123456789123456;FMB001;-+3701111111internet;login;password; smslogin; smspassword: ;

Fig. 10 Example how the structure has to be filled

3. Second line in the Figure 10 is an example of how the line has to be filled.

EHMafbhiml

Te=t;:;123456789123456; FMBO01; ;+3701111111 ;internet;login;password; smslogin; smspasswurd;'
Test2;;123456789123457;FMB010; ;+3T702222222;internet;login;password; smslogin; smspassword: 2
Te=st3;;123456789123458; FMBY20; 43703333333 internet;login;password; sm=login; smspassword; ;
Te=t4;:;1234567891234559; FMBO00; ;+3704444444 internet;login;password; sm=login; smspassword; ;
Test5; ;123456789123458;;FMA1L; ;+3T7055555555  internet;login; password: smslogin; smspassword: ;

[T BT S S S

Fig. 11 Example, Multiple device import to FOTA structure

4. In the Figure 11 multiple device import to FOTA structure is shown.



5. The last step is to open FOTA, press FILE section and choose section IMPORT

7% Teltonika Fota v2.1.4.4
File Tools Help

Import... Iter by Vehide: IMEI: GSM: Firmware: Module:  Show Al |~ | | Apply filter Clear
Export... Mumber IMET GSM Mumber Module Type Firmware Last Update Status 4 Firmware
Fa Selected Firmware:

Start Update

Cancel Update

4 Configuration

Selected Configuration:

Select configuration file...

Start Upload

LU LI | LI R

Datsbase Access Succeeded |

0 objects found

Fig. 12 Teltonika FOTA main window
6. Managing Objects

6.1.0bject editing

To edit existing object or view its history, select object and press “Edit” button.

7 Teltonika Fota v2.1.4.4

File Tools Help
Show Statuses ~ | Filter by Vehide: IMET: GEM: Firmware: Module: | Shaw Al |« | Apply filker Clear
[[]  Vehide Number IMET G3M Number Module Type Firmware Last Update Status 4 Firmware
995399999599999955  +3700000000 FM1100 2015.02.25 10:4... Clociod Lo
Select firmware file...
Start Update

Cancel Update

4  Configuration

Selected Configuration:
Select configuration file. ..
Start Upload
M oH A Pt - B
Database Access Succeeded [i 1objects found




Fig. 13 Item properties window
6.2.Deleting object

To delete existing object, select object and press “-“ button.

2 Teltonka Fota vz 1.4.4

File Tools Help

Show Statuses + | Filter by  Vehide: IMET: GSM: Firmware: Module: | Show Al || | Apply filter Clear

[[]  vehide Number IMEI GSM Mumber Module Type Firmware Last Update Status 4  Firmware
; ; ABC 123 9999999939999939 +3700000000 FM1100 2015.02.25 10:4...

Selected Firmware:

Start Update

Cancel Update

4 Configuration

Selected Configuration:

Select configuration file...

Start Upload

L B | }»PN"'EA
!

Database Access Succeeded 1objects found

Fig. 14 Item properties window

To delete multiple objects from Teltonika FOTA, select objects to be deleted in object window and
press “-“button.



6.3.Exporting objects to file

To export objects from Teltonika FOTA, select objects to be exported and press File -> Export.

%2 Teltonika Fota v2.1.4.4
File Tools Help
= —
Import... iter by Vehide: IMET: G5M: Firmware: Module: Show Al |+ | Apply filter Clear
Export. . -
INumbEr IMEL GSM Number Module Type Firmware Last Update Status 4 Firmware
EXE 5 +3700000000 FM1100 2015.02.25 10:4... Selected Firmware:
ABC 124 +3700000001 FM1100 2015.02,25 10:5...
ABC 125 3500000000000002 +3700000002 FM1100 2015.02,25 10:5... et e o
ABC 126 3500000000000003 +3700000003 FM1100 2015.02.25 10:5...
ABC 127 3500000000000004 +3700000004 FM1100 2015.02.25 11:0... St
art Update
ABC 128 3500000000000005 +3700000005 FM2200 2015.02.25 11:0...
Cancel Update
4 Configuration
Selected Configuration:
Select configuration file. ..
Start Upload
oW LU
Database Access Succeeded [ | 5 objects found

Fig. 15 Teltonika FOTA main window

7. Firmware updating process

7.1.Updating

IMPORTANT: For update to succeed selected objects must be registered in
Teltonika licensing server otherwise the update will be rejected. To register
objects with licensing server you should send a list of objects to Teltonika export
manager with IMEI numbers and FM type specified.

You can update several devices at the same time. However, only the same module type

devices could be updated simultaneously.

To update firmware using Teltonika FOTA:

a) Select objects from Teltonika FOTA main window.
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I Teltonika Fota v2.1.4.4
File Tools Help
Show Statuses ~ | Filter by Vehicle: IMET: GSM: Firmware: Module: |Show All |~ | Apply fiter Clear
[ vehide Number IMEL GSM Number Module Type Firmware Last Update Status 4  Firmware
3 ABC 123 _3500000000000000\' FM1100 2015.02.25 10:4... Selected Firmware:
ABC 124 3500000000000001 +3700000001 FM1100 2015.02,25 10:5...
ABC 125 3500000000000002 +3700000002 FM1100 2015.02.25 10:5... e
1] ABC 126 3500000000000003 +3700000003 FM1100 2015.02.25 10:5...
1] ABC 127 3500000000000004 +3700000004 FM1100 2015.02.25 11:0... S nda
rt Update
[ Aec1: 3500000000000005 +3700000005 FM2200 2015.02.25 11:0...
Cancel Update
4 Configuration
Selected Configuration:
Select configuration fi
Start Upload
L LI | LI U R
Database Access Succeeded I 5 objects found

Fig. 16 Teltonika FOTA main window

b) Select firmware file to upload by pressing Select firmware file... button.

I Teltoriks Fota v2.1.4.4
File Tools Help
Show Statuses » | Filter by Vehide: IMEI: GEM: Firmware: Module: | Show Al |~ | Apply filter Clear
[[]  Vehide Number IMEL GSM Number Module Type Firmware Last Update Status 4  Firmware
] ABC 123 é‘EUUUUUUUUUUUUUU +3700000000 FM1100 2015.02,25 10:4... Selected Firmware:
ABC 124 3500000000000001 +3700000001 FM1100 2015.02,25 10:5...
—————————————
ABC 125 3500000000000002 +3700000002 FM1100 2015.02.25 10:5... Select firmware file
(] ABC 126 3500000000000003 +3700000003 FM1100 2015.02.25 10:5... e A
5] ABC 127 3500000000000004 +3700000004 FM1100 2015.02.25 11:0... St
rt Lipdate
il ABC 128 3500000000000005 +3700000005 FM2200 2015.02.25 11:0...
Cancel Update
4 Configuration
Selected Configuration:
Select configuration fil
Start Upload
BRI | Pt = s
Database Access Succeeded I | 5 objects found

c) Press Start Update to review selected objects;

Fig. 17 Teltonika FOTA main window




Selected Firmware:
FM11_011012r17.e.CFW

select firmware file...

Start Update

Cancel Update

Fig. 18 Start Update button

d) After reviewing selected objects, firmware version and module type to continue with update
process press Start Update button.

Firmware Update
Firmware Version: -M11 011012r17.e.CFW
Module Type: Fr1100
SMS to be sent: 3
Estimated Cost: SMS costis not configured in the options
Selected Objects:
Vehide Mumber IMEI
ABC 123 3500000000000000
ABC 124 350000000000000 1
ABC 125 3500000000000002
[ Start Update ] [ Cancel

Fig. 19 Update verification window

e) In the main window, you can monitor the status of each object update process and cancel
updating if necessary.



7.2.Canceling update

To cancel single object update press Cancel button next to object.

To cancel all pending updates before device connects press Cancel Update.

Pending Selected Firmware:
Pending| Cancel | FM11_011012r17.e.CFW
Pendin Cancel
- I Select firmware file...
Start Lpdate
Cancel Update

Fig. 20 Update canceling

8. Objects filtering and history information

8.1.Filtering

You can filter the list and find the correct object. Objects can be filtered by object status
(marked green) and by the vehicle information (marked blue) (Fig. 21).

Failed {Download Failed)
Failed {Flashing Failed)
Cancelled

Completed

Pending

Waiting for Device Connection
Device Connected to Server
Firmware is Sending

Sending Configuration
Updating

Configuring

HoH A

Database Access Succeeded

F Wt - -

e
_File  Tools Help
Show Statuses » | Filter by I\lehide: IMET: GEM: Firmware: Module: | Show Al |+ | Apply filker  Clear
Show All GSM Number Module Type Firmware Last Update Status 4 Fimware
New +3700000000 FM1100 2015.02.25 10:4... Selected Firmware:
Failed 1000000001 +3700000001 FM1100 2015.02.25 10:5...
Failed (Connection Timeout) 1000000002 +3700000002 FM1100 2015.02.25 10:5.., Celect firmware fie.
1000000003 +3700000003 FM1100 2015.02.25 10:5...
Failed {Connection Lost)
(000000004 +3700000004 FM1100 2015.02.25 11:0...
Failed {Licensing Check) Start Update
1000000005 +3700000005 FM2200 2015.02.25 11:0...

Cancel Update

4  Configuration

Selected Configuration:

Select configuration file. ..

Start Upload

5 objects found

Fig. 21 Object filtering




To filter by object information, select the arguments and click Apply. To disable the filter
click Clear.

8.2.0bject update history

You can view each object update history, current firmware version and update time. In

order to do that double mouse clicks on the selected object.

9. Object remote configuration

It’s possible to update objects configuration via FOTA application. By default this function
is disabled, contact Teltonika sales manager to enable configuration file sending. Remote
configuration is supported for all our FM, FMA, FMB models with base firmware versions. Please
check table below for supported firmware, configurator and Fota versions used for remote

configuration update via FOTA.

Table 1. Required firmware, configurator, FOTA version

Supported Required Required FOTA
FM module firmware version | configurator version | version (or later

(or later version) (or later version) version)
FMBOX0 (FMB010, FMB001) v.01.00.22.Rev.12 v.0.4.20.5_C.001 2.5.3.0
FMB1YX (FMB120; FMB122; FMB125) | v.03.01.04.Rev.00 v.0.8.7.0_C.002 2.5.5
FMB9X0 (FMB900; FMB920) v.01.00.22.Rev.12 v.0.4.20.5_C.001 2.5.3.0
FMB96X (FMB962; FMB964) v.01.03.03 v.0.6.59.0_C.001 2.5.5
FMAL1YX (FMA110; FMA120) v.01.24.13.Rev.0 v.1.01.24.05 2.5.3.0
FMA2YX (FMA202; FMA204) v.01.27.03.Rev.0 v1.1.27.4 2.5.5
FM63X0 (FM6300; FM6320) v.00.02.13 v.1.00.02.07 2.02.01.03
FMB630 v.00.01.05 V.1.00.01.03 2.5.3.0
FM36YX (FM3600; FM3620; FM3622) v. 01.00.02 v1.01.00.05 2.01.06.04
FM10X0 (FM1000; FM1010) v. 00.06.06 v1.00.06.10 2.1.6.0
FM11YX (FM1100; FM1110; FM1111; v.01.10.16 v1.1.10.21 1.0.0.3
FM1120; FM1121; FM1122)
FM12YX (FM1200; FM1202; FM1204; v. 01.03.22 v.1.1.3.18 1.0.0.3
FM1206)
FM5300 v.01.07.16 v1.1.7.15 1.0.0.3
FM5500 v.01.03.08 v1.01.03.07 1.0.0.3
FM2200; FM3400; FM3300; FM4100; - - 1.0.0.3
FM4200 — Fota used just for firmware
update




Also you can update objects configuration via FOTA application for a devices with special

firmware. To do that you must check if configuration can be saved to .bin file (see pic.22).

111X Configurator, Version 1.1.10.5

Fle Devie Help 1

Connect | Load Save | Load Defaults [ Save to File... | Load from File... | Resstdevice | Recommended Configuration |

IMEI | Version

Records

GSM

DataAcquisitionModes

Features

10

- @I I Search Desktop

Organize \v  New folder
& =

Yr Favolites F aLibraries

B Desktop A -
& Dowhloads M Computer

"% Receht Places i‘!Network

74 Librarie: -~
|5 Docurents

d% Music

[ Picture

E Videos ——
= -
‘-_; Computer - -
& Local Disk{C:)

2 ]| —1

= | nral Disk

EREEEEREE

= I test

s IProﬁIe file {*.3xml)

3

Fig. 22 Example how to save configuration to .bin format

For instructions to objects configurations refer to document “FOTA remote configuration

instructions”



Change log

Nr. Date Version Comments

1 2013.06.07 1.0 User manual released

2 2013.06.07 1.01 Minor revision

3 2013.06.11 1.02 Added static IP to requirements

4 2013.06.27 1.03 SQL database requirements and license procedure edited

5 2015.02.25 1.04 Object remote configuration added

6 2016.03.30 1.05 Object remote configuration supported firmware versions description
update

7 2017.04.26 1.06 Added Fota operation via FM36XX device description.
Added Importing new objects from file description.
Added table ,Required firmware, configurator, FOTA version”

8 2017.10.16 1.07 Updated table ,Required firmware, configurator, FOTA version”
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